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ITS History In Spectrum
Measurement and Monitoring

Commerce and NTIA

systems since 1927:
(Clockwise from low-left)

- Radio measurement
car, 1927

- RSMS-1, 1980

- RSMS-3, Angel Island

- RSMS-1

- RSMS-4

- NTIA suitcase system,
Fort Irwin, 2000

August 12, 2020 www.its.bldrdoc.gov 3



http://www.its.bldrdoc.gov/

Institute for Telecommunication Sciences {T%—

S
Stargs of ©

Motivation
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e Increasing demand for finite spectrum o 0
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e Jamming and intentional interference o w0

has become cheaper and easier £, £,
e Wireless security lags behind

cybersecurity
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e Traditional monitoring approaches are e w e s Ta e e W w
not standardized and do not scale to the
current and future challenges
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e Value in persistent sensing
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e Realworld wireless test environments
are needed to develop advanced
wireless technologies
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e Monitoring paradigm shift
e Reaiworld development/test

e Distributed, persistent, and automated
spectrum monitoring
AHeterogeneous sensors
AStandardized and open source software
ACommon metadata
AAutomation for security and scalability
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Boulder Wireless Test City

e Distributed sensors throughout e i
Boulder and ITS Table Mountain — ESEE=SS 2 N
Field Site and Radio Quiet Zone e
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e Variety of propagation environments g - S _
e Diverse spectrum activity e, Gard Stater Trat

e Ongoing Cooperative agreement
with CU to deploy RF sensors
throughout campus

e Actively working additional ST
deployments and fiber access with
Boulder Research and Administrative;
Network (BRAN)

e Spectrum Occupancy and
Characterization Sensing (SCOS)
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Heterogeneous Sensing

e Customize to mission

Antenna
e Reduce cost to scale when necessary GPS Antenna
e COTS components RF Cable 1
e Interchangeable components + repeatable, ~
automated, rigorous process to go from lab to field 2| filter
\[/ Antenna Signal
j Analyzer
GPS Antenna Rl:li:ﬂd: . Data
) Mini-
RF Cable | | POE
: _ Rz Switch Filter Bank b_i l 'll . ‘ computer '] 6 VDC-
. igna 222233 e ] o
o : Analyzer |~ _|: i ]
28 VDC I;L‘ : o Ethernet Cable
............ ............. E:t[f‘ (.‘:T\t;:cr i f:j\\%r- Measurement POE
Preselector C_ _ _ _ _ _ _ _ ::____ L __{[ IIIIIII L Controller
Basset hound sensor (~$25Kk) Greyhound sensor (~5k
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SCOS Sensor
e Application Programming _

Interface (API) establishes
universal language to interact
with heterogeneous sensors Api V1 Root

e Currently supports 2 commercia
SDRs

e Open sourcedo allow
. - . . HTTP 200 OK
additional integrations Allow: GET, OPTIONS

Content-Type: application/json

e Discoverable sensing Actions Vary: Accept

Api V1 Root

SCOS sensor API root.

GET /api/vi

AEdge proceSSIng "capabilities": "https://greyhoundl0,sms.internal/api/vi/capabilities/"
A i "schedule": "https://greyhoundi@.sms.internal/api/vi/schedule/"
AResearCh tranSItlon path "status": "https://greyhoundi@.sms.internal/api/vl/status”
"tasks": "https://greyhoundi0.sms.internal/api/vi/tasks/'
o Onboard SChedL”er "users": "https://greyhoundi@.sms.internal/api/vi/users/"
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e Centralized command and
control for large networks o
distributed sensors
AManage sensor schedules

ASearch and download
archived RF data

AAnalytics and visualization

(%] 4

e Analytics API supports thirc JBETR | @cestn e e

‘ I l ’ b Apr 20 2020 ?8'00:00 utc Apr 30 2020 (I)ODDOD urc i Apr 30 2020 |I)B 00:00 UTC
| | | | | |

party integrations

e Secure data service from s
sensors NTIA website o
available for authorized

e
o

und2.sms.internal E ©

Federal users in 2021 Q1 sorewsmcns oLl
greyhound8.sms.internal & B ©
greyhoundg.sms.internal 8 B ©
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Interoperability and Reusability

e Break down silos by encouraging interoperability and reusability
AIEEE 802.15.22.3 standardization
AOpen source common metadata

e 9 SigMHEXxtensions in sigmfs-ntia in public GitHub repo

e ntia-core adds generally useful metadata fields

e ntia-sensor defines hardware components and settings

e ntia-algorithm describes the measurement performed (detectors, algorithms, etc)

e ntia-calibration provides information about calibration factors applied to the data

e ntia-emitter gives information about the emitter being measured

e ntia-location gives information about the types of coordinate systems used in the metadata.
e ntia-environment gives information about the environment around a sensor or emitter

e ntia-waveform provides metadata to describe measured or transmitted waveforms

e ntia-scos provides metadata for the NTIA Spectrum Characterization and Occupancy Sensing (SCOS)
implementation
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Scalability and Security

e Automation
A Automated provisioning and
maintenance

A Foreman- Operating System (OS) Prod / \
deployment and status/monitoring S / \

A Puppet—dev/test/prod
environments support technology
evolution and experimentation

A Automated software updates &

e Confidentiality & Integrity
ANIST Special Publication 868
security controls

A Ansible automated security Authorization
hardening of edge devices Server

A Calibration and sensor definition files
characterize every sensor

A Provide metadata with every
acquisition

A Lab verification and configuration &
management of sensing actions

Foreman, Puppet, andinsible

Buluap.iey
A1Inoes ‘so

<

HTTPS/TLS

Sensor Manager
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Conclusion:
Local Research National Impact

e Edge processing Maintenance ~ Analyze

e Coordinated sensing _ 7

e Characterize RF environment Ecomm“”'ty e Dystem
ABroadband survey ngagemen Dev
ABand occupancy measurements \ 1

ANoise floor measurements

Implement

ASpectrum map

e Propagation model development &
validation .

. . . Conclusion Observe

e Compliance and usage validation

e Enforcement methods ’ Scientific
AAnomaly/Interference detection experiment VENOD o ion
AClassification "
AGeolocation N

Hypothesize

AReporting, Notification, and Mitigation

Partnering with industry, academia, and other Federal agencies in the developmen

advanced spectrum monitoring technologies
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